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Abstract  

In this paper we present a cryptographic protocol which is the realization of an electronic auction 
being the component of the e-government system. This cryptographic protocol fulfils all the functions 
of the classic auction and additionally, by use of cryptographic primitives, enhances the protection of 
information. The characteristic features of the protocol are: the incontrovertibility of participants and 
offers, data integrity, confidence of bids, anonymity of the winning bidder, public verification of the 
result of auction and confirmation of taking part in the auction.  
 

1. Introduction 
At present, traditional methods in public administration become insufficient, because they 
lead to the decision mechanisms that are time-consuming, expensive, inconvenient for 
customers as well as susceptible on abuse. The philosophy of modern state [1] founds that any 
information is being passed in a fast way. We mean: taking and transmitting the printings, 
quick correction of data, changes of legal controls, quicker treat of decision. Comparing 
classic computer solutions with traditional ones we can notice the considerable advantages 
from usage of the second variant. For example, classic execution auction carries behind the 
costs of notice of auction, mail of information, human costs (checking offers), filing, and 
moreover, it is then a time-consuming process as well as weakly resistant on abuse. In this 
new approach we can tell about low costs, whole process is being hold virtually, we save on 
filing of data, the whole process is being accelerated, it gathers transparency and applying 
cryptographic methods we can exclude every abuses, in cryptography considered as attacks.  
   In this paper we present the cryptographic protocol, which let us possible to realize the 
auction in a virtual way and, additionally, assures the high protection of information taking 
the part in this process.  
 

2. Electronic auctions 
   Now, we can notice the development of e-commerce, which is extensively manifested in 
internet shops, e-banks, electronic auctions as well as many other forms. To realize services 
mentioned above we use different cryptographic protocols, which take care both about 
correctness and the safety of the information sent during the electronic communication 
process. Concerning e-auction, we should also pay attention to all mechanisms that must be 
used to make the auction possible.   
   We distinguish several different types of electronic auctions (analogously as in their 
traditional form). The most popular are: English, 1st Price Sealed - Bid, Vickrey, Dutch.  
Type English is the most widespread. It consist in auctioning the price for a given good. The 
price grows till time when it will stay only one person taking part in auction, during when 
different will resign.  
Type 1st Price Sealed-Bid consist in declaring the price for given goods independently by 
every bidder. Person who will declare the highest price wins goods and he is obliged to pay 
the price introduced by himself.  
Type Vickrey, alternatively called 2nd Price Sealed - Bid, is very similar to the previous 
model. The difference consist in wining the auction by person, who declared the highest sum 
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for given goods, but he pays  second highest  in order.  
Type Dutch consist in starting the auction with the highest possible price and decreasing the 
requested price until some bidder agrees to pay it. This bidder wins the auction with the price 
by which the auction was stopped.  
   Every of the introduced auction models possesses many cryptographic protocols realizing it, 
each characterized with different computation and communication complexity.  
   To realize the auction with extended properties we can use the 1st Price Sealed – Bid 
auction model.   
 

3. The 1st Price Sealed - Bid auction model. 
   Type the 1st Price Sealed Bid is the model, on the ground of which came into many 
cryptographic protocols [2,3,4,6], which present the different degree of complexity. Thanks to 
him we get the different level of protection of information. Protocols possess individual 
requirements, which are solved by different techniques.  
In our case we should pay attention on some features. 
 

3.1. The communication computational requirements 
   Cryptographic protocols consist with different phases, during which all operations are 
executed. They can base on the communication steps, that is the transmission of information 
among participants of given protocols. Different working is making calculations which need 
suitable computing power. Usually both methods are united, essential difference between 
cryptographic protocols is the relation of executed calculations to number of necessary 
connections between participants. 
 

3.2 The way of the price settlement 
   Another essential element is the way of the settlement of the price. Some cryptographic 
protocols [2,7]  possess the list of prices and the bidder can choose only concrete price value. 
Different [8] make possible the choice of prices but it is usually one criterion offer which 
means taking into account the standard of prices only.   
 

3.3. Requirement in regard to the participants. 
   In electronic auctions main participants are: auctioneer or auctioneers as well as bidders. 
Tasks for auctioneer are different in dependence from concrete protocols, they generally 
control all phases of protocols. Bidders are participants which auction given offer. Important 
element is making possible for bidders to participate in auction, in some protocols [2,7,...] 
oneself does not tie large weight to it. Another [8], foresee special subprotocol which is 
responsible for assigning authorization numbers. 
 

3.4. Practical techniques. 
   In current works to obtain demanded level of protection of information different techniques 
are used. In our case it is worth to turn our attention on two of them.  
   First of the  techniques [2,6] bases its mechanism on the threshold scheme. In this method, 
we need several auctioneers, to whom bidders send their parts of offer. Main auctioneer links 
all parts and marks final price without exposing individual offers to all bidders. Danger of this 
technique is inherent in possible collusions between auctioneers, what in fact can bring to 
earlier disclosure of component prices or not to disclosure of final offer.  
   Second technique [3,4] excludes the possibility of collusions between auctioneers, this was 
achieved thanks to use of “trustworthy third person". However, in this method the restriction 
can arouse the credibility for this "third person".  
  

4. Current e-auction and e-auction with extended requirements 
   The creation of electronic form of auction is the aim of presented cryptographic protocol. 
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