Addressing new challenges by building security protocols around graphs
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Abstract:

We propose the use of graphs as basic objects in security protocols. While having all the
functionality of their number based counterparts; such protocols can have extended
capabilities, especially useful in the field of verification and analysis. The scalability and
transitivity for graph related properties allow for addressing protocols of increasing
complexity. These features also cater for new challenges in the future, for instance ones
resulting from a quantum computing paradigm.
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1. Introduction

This paper contains information on ongoing research that has not yet reached the
level of publishable results. Its main goal is to stimulate discussion on alternatives in
security protocol design, which its authors hope will have a great effect on protocol
analysis and verification.

When it comes to cryptology, number theory is king, as it underlies the majority of
cryptographic algorithms and protocols. Claude Shannon, in his fundamental
“Mathematical Theory of Communication” ([1]), introduced a description of
information as a string of bits. Usually a bit string has been thought of as a binary
number. Binary numbers are easy to manipulate, hence this approach underlies
virtually all modern computing. Yet, theoretically speaking, binary strings can also
represent other objects, like graphs. When they are used to describe the structure of a
graph, they actually contain much more information than only about the structure.
In order to benefit from this observation one needs to make practical use of the
surplus information. One possibility is to use a conversion between graphs and
numbers. There are numerous ways to do so, for instance see [2], [3]. When some
additional conditions are met, such conversion allows one to use traditional, number
theory based cryptographic methods, while also gaining the advantage from graph
embedded information.

Graph theory provides us with a variety of interesting problems, many of which are
known to be of NP class (e.g., [2]). Examples are: graph colouring, graph
isomorphism and Hamiltonian paths, all of which can be used to provide extended
capabilities for security protocols.

One should remember that problems from the same complexity class can be used
interchangeably, at least in the graph case. Very good examples are zero-knowledge
proofs, that were designed independently for various graph problems, for instance
isomorphism (e.g., [4]) and colouring (e.g., [5]).

In [4] Goldreich, ef al. have shown that any NP-complete problem can be turned into

a zero-knowledge proof. Hence, the choice of problem to work with is only a matter
of individual taste.

On the other hand, the above mentioned problems are handy when it comes to the
issue of provable security (e.g. [6], [7]). In this paper we wish to concentrate on the
most promising field: verification and analysis of the protocols in the provable
security context.



In security protocols the role of the graphs has mainly been limited to modelling the
data structures. Although significant results have been obtained, with the proposed
approach we hope to go much further.

The goal of this paper is to discuss the advantages of using graphs as the building
blocks for security protocols. In Section 2 we briefly describe an example of graph
colouring based verifiable secret sharing (VSS). Section 3 is meant to stimulate
discussion on the interactions between graph object(s) that underlie the protocol and
graph based data models. At the outset we outline two graph related properties:
scalability and transitivity. Next, we discuss how they can be applied to handle
increasing protocol complexity. At the end of the section, we briefly refer to problems
resulting from quantum computing methods. The conclusions are provided in
Section 4.

2. Graph colouring based VSS

In this section an illustrative example, from research into Verifiable Secret Sharing,
will be presented. At ESORICS2002 in Zurich a verification method that works for
any underlying secret sharing scheme was described ([8]). It is based on the concept
of verification sets of participants, related to an authorized set of participants. The
participants interact (with no third party involvement) in order to check validity of
their shares before they are pooled for secret recovery. Verification efficiency does
not depend on the number of faulty participants. One of the pillars of the method is
the use of a proper verification function; a very promising one results from the graph
colouring check-digit scheme described in [9]. This proposal requires conversion of
the given number into a graph and checking its vertex colouring on both sides of the
communication channel. The quantitative argument presented shows that the
feasibility of the proposed scheme increases with the size of the number whose digits
are checked, as well as, overall probability of digits errors.

Joining both results ([8], [9]) produces a graph-based shares verification method. The
method depends heavily on graph colouring properties that in turn are handy in the
formal security analysis. To some extent it seems even to bypass (or at least weaken)
the Chaum paradox that no system can provide both privacy and integrity. In the case
of the described method one does not get a free lunch, but at least can have a free
starter.

3. Advantages of graph based security protocols

Before entering into a discussion of what graphs can do for security protocols,
we need to outline two graph-related properties:

a. Scalability. The fastest informal description is that the level of complication in a
graph increases exponentially with the number of vertices, while testing for basic
graph properties can be usually done in polynomial time. Very good instances are
bounds on chromatic numbers (e.g. [2]). Scalability is used in the graph colouring
check-digit scheme (see [9]).

This works especially well for formal analysis of access structures in secret sharing
protocols. If the graph representing an access structure belongs to the instance graph
theoretical class, specified information theoretical properties of the secret sharing
method are conserved (e.g., [10]).

b. Transitivity (proliferation). Given any graph, even a small alteration made to the
structure (or the way the graph property is described), may have far reaching
consequences. This can be understood figuratively and literally - resulting changes
can pop up far away in the graph. Again, graph colouring is a very good example.



Even a single vertex or edge modification made to the structure can dramatically
change colouring (for an example see [3]). On the other hand, for a given colouring of
a graph, alteration of one vertex colour can proliferate through an entire system (e.g.,

[3D.

By its nature, scalability is very useful when managing complexity. This may even
start at the protocol design stage. The example given above from secret sharing (see
[10]) falls into this category. In this case, the access structure design can be refined,
until it represents the best quality in the information theoretical meaning.

Yet more interesting applications of scalability arise when dealing with analysis and
verification of the protocols. When the protocol is a complex collection of the
interacting parts (or even protocols), there are two basic techniques: cryptoanalytic
and formal. Unfortunately both schools rarely interact (e.g. [11]). Scalability, together
with the application of graph based protocols, offers an opportunity to reconcile both
approaches to the protocol analysis and verification.

The underlying (graph based) parts would be treated in the cryptoanalytic style, while
their interaction would be investigated on a higher level. Both levels of analysis
would deal with objects of the same type. Hence, merging them into one, more
abstract, construct should be possible. On the other hand, use of scalability would
facilitate good information theoretical description of the resulting construct.

The second property addresses the issue of how small changes in one place can have
an effect on the whole system. This is a handy add-on for the approach outlined
above. Adding transitivity into to the picture would address the problem of losing the
details when trying to abstract some concepts. This natural process has proven to be
dangerous in the analysis of the protocols. The introduction of the transitivity allows
for taking care of the details that should not be lost during a shift to higher levels of
abstraction. Hence, in the analysis of security protocols, transitivity should be used
together with scalability, compensating for its possible weaknesses.

A graph based approach provides capabilities for handling potential problems
resulting from quantum computing methods. Once quantum algorithms (or protocols)
are embedded into the system, apart from the normal considerations, one should take
care about resulting quantum effects, like interference or entanglement (e.g. [12]).
Informally speaking, entanglement means that the properties of a composite
(quantum) system, even when the components are distant and non-interacting, are
linked. In general they cannot be fully expressed by descriptions of the properties of
all the component systems. Hence, the system is more than only the sum of all
components.

Transitivity seems to be very well suited, at least partially, to addressing issues
resulting from the quantum entanglement.

4. Conclusions

We advocate using graph based security protocols. They result in the situation where
one abstract type simultaneously underlies and models the protocol. This, in turn,
allows one to see interaction of the protocol parts in a new light. The example from
graph colouring and secrets sharing was used in order to illustrate the proposal, as
well as to stimulate the discussion. Nevertheless, the graph theory provides much
more opportunities. In general terms the most important is the chance for a unified
approach to protocol analysis and verification, and also for the emerging quantum
computing paradigm.



We hope that graph based protocols will bring new insight into the way that complex
systems interact.
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